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A SERVER NETWORK 

FIELD OF THE INVENTION 

The present invention relates to the field of server networks; more 
5 particularly, the present invention relates to server networks that operates 
using computer controlled processes. 



% BACKGROUND OF THE INVENTION 

t~ 1 0 Today, factories manufacturing processes are often controlled by the 

^ use of computers or servers or other computer systems. The cost of setting 

up these manufacturing facilities is often very expensive. One of the 
s problems is that each server or computer system must be configured 

Hp specifically to perform one or more functions. This requires that each 

fy 15 system be programmed individually to perform its desired task. 

P Programming each machine separately adds additional cost and manpower, 

thereby increasing overall costs. 

Servers in the manufacturing facilities typically are controlled by a 

central system. If communication is interrupted between the control system 
20 on the remaining subsystems, factory operations may cease. 



3 

SUMMARY OF THE INVENTION 

A server network is described. In one embodiment, the server 
network comprises a global master server, a local master server and one or 
more slave servers. The local master server is coupled to the central master 

5 server via a first network and is synchronized to the global master server. 
The one or more slave servers are coupled to the local master server via a 
second network to perform manufacturing tasks to facilitate building 
products. The global master, local master and slave servers are 
programmed the same and configurable to different tasks, including 

1 0 automatically configurable as a master or server based on the interface of the 
server to which they are coupled. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be understood more fully from the 
detailed description given below and from the accompanying drawings of 
various embodiments of the invention, which, however, should not be taken 
5 to limit the invention to the specific embodiments, but are for explanation 
and understanding only. 

Figure 1 illustrates a block diagram of one embodiment of a server 
network. 
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DETAILED DESCRIPTION OF THE PRESENT INVENTION 

A server network is described. In the following description, 
numerous details are set forth, such as distances between components, types 
of molding, etc. It will be apparent, however, to one skilled in the art, that 
5 the present invention may be practiced without these specific details. In 
other instances, well-known structures and devices are shown in block 
diagram form, rather than in detail, in order to avoid obscuring the present 
invention. 

Some portions of the detailed descriptions which follow are presented 
10 in terms of algorithms and symbolic representations of operations on data 
bits within a computer memory. These algorithmic descriptions and 
representations are the means used by those skilled in the data processing 
arts to most effectively convey the substance of their work to others skilled 
in the art. An algorithm is here, and generally, conceived to be a self- 
1 5 consistent sequence of steps leading to a desired result. The steps are those 
requiring physical manipulations of physical quantities. Usually, though 
not necessarily, these quantities take the form of electrical or magnetic 
signals capable of being stored, transferred, combined, compared, and 
otherwise manipulated. It has proven convenient at times, principally for 



reasons of common usage, to refer to these signals as bits, values, elements, 
symbols, characters, terms, numbers, or the like. 

It should be borne in mind, however, that all of these and similar 
terms are to be associated with the appropriate physical quantities and are 
5 merely convenient labels applied to these quantities. Unless specifically 
stated otherwise as apparent from the following discussion, it is appreciated 
that throughout the description, discussions utilizing terms such as 
"processing" or "computing" or "calculating" or "determining" or 
"displaying" or the like, refer to the action and processes of a computer 
1 0 system, or similar electronic computing device, that manipulates and 

transforms data represented as physical (electronic) quantities within the 
computer system's registers and memories into other data similarly 
represented as physical quantities within the computer system memories or 
registers or other such information storage, transmission or display devices. 
1 5 The present invention also relates to apparatus for performing the 

operations herein. This apparatus may be specially constructed for the 
required purposes, or it may comprise a general purpose computer 
selectively activated or reconfigured by a computer program stored in the 
computer. Such a computer program may be stored in a computer readable 



storage medium, such as, but is not limited to, any type of disk including 
floppy disks, optical disks, CD-ROMs, and magnetic-optical disks, read-only 
memories (ROMs), random access memories (RAMs), EPROMs, EEPROMs, 
magnetic or optical cards, or any type of media suitable for storing electronic 
5 instructions, and each coupled to a computer system bus. 

The algorithms and displays presented herein are not inherently 
related to any particular computer or other apparatus. Various general 
purpose systems may be used with programs in accordance with the 
teachings herein, or it may prove convenient to construct more specialized 

1 0 apparatus to perform the required method steps. The required structure for 
a variety of these systems will appear from the description below. In 
addition, the present invention is not described with reference to any 
particular programming language. It will be appreciated that a variety of 
programming languages may be used to implement the teachings of the 

1 5 invention as described herein. 

A machine-readable medium includes any mechanism for storing or 
transmitting information in a form readable by a machine (e.g., a computer). 
For example, a machine-readable medium includes read only memory 
("ROM"); random access memory ("RAM"); magnetic disk storage media; 



optical storage media; flash memory devices; electrical, optical, acoustical or 
other form of propagated signals (e.g., carrier waves, infrared signals, digital 
signals, etc.); etc. 

5 A Server Network 

Figure 1 illustrates a server network. Referring to Figure 1, a global 
master server 101 is coupled to local master server 102 via network 103. In 
one embodiment, global master server 101 is located at a central location or 
at a headquarters, while local master 102 is located in a remote location, such 

10 as a factory. Network 103 may comprise the internet, a physical private 
network, a virtual private network, or any other suitable network 
infrastructure. In one embodiment, the communication between global 
master server 101 and local master server 102 is secure. Such security may 
be obtained by utilizing a standard secure protocol, such as, for example, 

1 5 SSH, over the internet. 

In one embodiment, the slaves 104 and local master 102 are at a 
manufacturing site such that there are multiple slave servers on a single 
master at the manufacturing site. Each slave has the same basic information 
as the master but may be configured to a specific different function but may 



be configured to a specific different function at the factory. This allows a 
factory to be set up in which all the servers, such as slaves 104 and local 
master server 102, to include the same information yet be configured for 
different functions. Such functions may include building components, 

5 boards, servers or other systems, etc. 

Also coupled to local master 102 is one or more slaves 104 via local 
area network (LAN) 105. 

Database 106 is coupled to global master server 101. Database 106 
includes the software that allows each of slaves 104 to be configured to build 

1 0 the different product as well as to have the software necessary for allowing 
server to be a global master server or a local master server. In one 
embodiment, database 106 has a description of the binaries for software that 
is placed on local master server 102 and slaves 104. In one embodiment, 
there are numerous descriptions of how a system is built and tested and 

1 5 such software is loaded by the global server 101 onto local server 102. 
Global master server 101 and database 106 operate in conjunction to 
synchronize the software on a local master server 102. By allowing the 
global master server 101, in conjunction with database 106, to configure 
other servers, the global master server 101 is able to replicate itself. 
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In order to set up a factory, local master server 102 is configured by 
global master 101. In one embodiment, the configuration of local master 102 
by global master server 101 is performed by connecting local master server 
102 to global master server 101 at the central or headquarters site. At that 

5 time, the software stored in database 106 is downloaded into local master 
server 102. Thus, local master server 102 is built off global master 101. Once 
the configuration has been completed, local master server 102 may be 
coupled to network 103 and set up in a remote location. 

Each of the servers in the system has two interfaces, a primary 

1 0 interface and the secondary interface. When the primary interface of local 
master server 102 is connected to the network, local master server 102 
automatically configures itself to communicate with the global master server 
101. Thus, in this manner, local master server 102 automatically configures 
itself to operate as a slave with respect to the global master server 101. 

15 In one embodiment, servers built on the global master server 101 

automatically generate a key during the build process and their public key is 
placed on the global master server 101 allowing those servers access to the 
master server 101. This enables the use of public key encryption to allow for 
additional security when global master server 101 is communicating with 
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local master server 102 over network 103. In one embodiment, an 
administrator may place the key on the master server 101 of a server not 
built on the global master server 101, thereby allowing such that server to 
gain access to the global master server 101. The local master server 102, as a 

5 slave, uses this key to synchronize itself with the master. If the master 

server 101 does not have the key, then no synchronization is possible. In one 
embodiment, the local server 102 contacts global master server 101 using an 
IP address for the global master server 101. If there is no global master 
during the bootup process, local master server 102 may take the role of 

1 0 global master server 101. 

Similarly, slaves 104 automatically configure themselves to operate as 
slaves on the local area in network 105 due to their connection to the 
secondary interface of local master server 102 via LAN 105. In one 
embodiment, the connection to LAN 105 is through an ethernet connection. 

1 5 Thus, local master server 102 synchronizes to the single global master server 
101 and a slave, such as slaves 104, as connected to a secondary ethernet 
connection of a master, such as local master server 102, synchronizes to that 
master. In this manner, a hierarchical chain of servers may be configured 
and created. 
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During the configuration of slaves 104, each of such slaves sends a 
packet at bootup to the local master 102. In response to that packet, local 
master server 102 sends a reply that indicates what function the slave is to 
perform. Using this information, slaves 104 configure themselves to 

5 perform that function. In one embodiment, there are multiple types of 

slaves that may be deployed. For example, one or more slaves may perform 
a board test in the factory. In another embodiment, one or more servers may 
perform a system build test, a run-in (burn in), etc. 

In one embodiment, subsequent to system configuration, the local 

1 0 master resynchronizes itself with the global master server 101. Similarly, 
slaves 104 resynchronize themselves with the local master server 102. 
During such synchronization, data relating to the units currently being built 
is gathered on a database of the local master server 102 and synchronized 
with the global master database 106. Data describing how a system is built 

1 5 and tested, is loaded on the global master and synchronized to local masters, 
such as local master server 102, once a day. In one embodiment, a mirroring 
tool such as Rsync performs mirroring by checking binaries on both servers 
and provides a compressed version of the difference in order to update the 
server for synchronization. 
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In one embodiment, systems that are built by the build to order server 
network are issued with a revision code. In one embodiment, if there has 
been an update to the software, a code associated with the latest version of 
the software is compared to the revision code on the product (e.g., server). If 
the revision codes don't match, then the product is not permitted to be 
released. 

It should be noted that the servers in the system can also run stand 
alone without a connection to the Internet and, thus, are fault tolerant to 
network problems. In other words, if the connection between local master 
102 to network 103 is down, the factory can essentially run autonomously. 
This is the case even though local master server 102 and global master server 
101 operate in synch with each other. That is, although local master 102 and 
global master server 101 may subsequently operate asynchronously, the 
factory or service center is able to continue operating autonomously. 
Therefore, such autonomous operation provides for fault tolerance and also 
reduces the load on the global master server 101. 

Similarly, if the local master 102 becomes inoperable, the slaves 104 
can still perform their function, and can run autonomously. Also note that a 
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server can be used to build another server, and therefore, if local master 102 
or slaves 104 becomes inoperable, another can be created. 

Moreover, the replication ability of the servers allows for numerous 
servers to be created to perform a specific function and switch in or out 
depending on their operability. Switching in and out of such servers may be 
transparent. In one embodiment, a PC monitors all the slaves and 
determines when a slave becomes inoperable. At such time, reboot 
operation is performed to allow a replacement server to take over the 
function of the inoperable server. 

Whereas many alterations and modifications of the present invention 
will no doubt become apparent to a person of ordinary skill in the art after 
having read the foregoing description, it is to be understood that any 
particular embodiment shown and described by way of illustration is in no 
way intended to be considered limiting. Therefore, references to details of 
various embodiments are not intended to limit the scope of the claims which 
in themselves recite only those features regarded as essential to the 
invention. 
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CLAIMS 

We claim: 

1 1 . A server network comprising: 

2 a global master server; 

3 a local master server coupled to the central master server via a first 

4 network and synchronized thereto; and 

5 one or more slave servers coupled to the local master server via a 

6 second network to perform manufacturing tasks to facilitate building 

7 products, the global master, local master and slave servers being 

8 programmed the same and configurable to different tasks, including 

9 automatically configurable as a master or server based on the interface of the 
1 0 server to which they are coupled. 

1 2. The server network defined in Claim 1 wherein one of the 

2 servers is operable to program another server. 



1 3. The server network defined in Claim 1 wherein 

2 communication over the first network is secure. 



1 



2 
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4. The server network defined in Claim 1 wherein 
communication over the first network is encrypted. 



1 5. The server network defined in Claim 1 wherein 

2 communication over the first network is secured via SSH. 

1 6. The server network defined in Claim 1 wherein each of the 

2 servers operates with respect to the global master server asynchronously 

3 when communication via the first network is unavailable and synchronously 

4 when communication via the first network is available. 

1 7. The server network defined in Claim 1 wherein the first 

2 network comprises the Internet. 

1 8. The server network defined in Claim 1 wherein the first 

2 network comprises a virtual private network. 



1 



2 



9. The server network defined in Claim 1 wherein the first 
network comprises a physical private network. 
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1 10. The server network defined in Claim 1 wherein the second 

2 network comprises a local area network (LAN). 
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ABSTRACT OF THE DISCLOSURE 

A server network is described. In one embodiment, the server 
network comprises a global master server, a local master server and one or 
more slave servers. The local master server is coupled to the central master 
5 server via a first network and is synchronized to the global master server. 
The one or more slave servers are coupled to the local master server via a 
second network to perform manufacturing tasks to facilitate building 
products. The global master, local master and slave servers are 
programmed the same and configurable to different tasks, including 
1 0 automatically configurable as a master or server based on the interface of the 
server to which they are coupled. 
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Reg. No. 41 ,402; Paramita Ghosh, Reg. No. 42,806; James Y. Go, Reg. No. 40,621 ; James A. Henry, 
Reg. No. 41 ,064; Willmore F. Holbrow III, Reg. No. P41 ,845; Sheryl Sue Holloway, Reg. No. 37,850; 
George W Hoover II, Reg. No. 32,992; Eric S. Hyman, Reg. No. 30,139; William W. Kidd, Reg. No. 
31,772; Sang Hui Kim, Reg. No. 40,450; Eric T. King, Reg. No. 44,188; Erica W. Kuo, Reg. No. 42,775; 
Kurt P. Leyendecker, Reg. No. 42,799; Michael J. Mallie, Reg. No. 36,591; Andre L. Marais, under 37 
C.F.R. § 10.9(b); Paul A. Mendonsa, Reg. No. 42,879; Darren J. Milliken, Reg. 42,004; Lisa A. Norris, 
Reg. No. 44,976; Chun M. Ng, Reg. No. 36,878; Thien T. Nguyen, Reg. No. 43,835; Thinh V. Nguyen, 
Reg. No. 42,034; Dennis A. Nicholls, Reg. No. 42,036; Daniel E. Ovanezian, Reg. No. 41,236; Marina 
Portnova, Reg. No. P45.750; Babak Redjaian, Reg. No. 42,096; William F. Ryann, Reg. 44,313; James 
H. Salter, Reg. No. 35,668; William W. Schaal, Reg. No. 39,018; James C. Scheller, Reg. No. 31,195; 
Jeffrey Sam Smith, Reg. No. 39,377; Maria McCormack Sobrino, Reg. No. 31,639; Stanley W. Sokoloff, 
Reg. No. 25,128; Judith A. Szepesi, Reg. No. 39,393; Vincent P. Tassinari, Reg. No. 42,179; Edwin H. 
Taylor, Reg. No. 25,129; John F. Travis, Reg. No. 43,203; George G. C. Tseng, Reg. No. 41 ,355; Joseph 
A. Twarowski, Reg. No. 42,191; Lester J. Vincent, Reg. No. 31,460; Glenn E. Von Tersch, Reg. No. 
41,364; John Patrick Ward, Reg. No. 40,216; Mark L. Watson, Reg. No. P46.322; Thomas C. Webster, 
Reg. No. P46.154; Charles T. J. Weigell, Reg. No. 43,398; Kirk D. Williams, Reg. No. 42,229; James M. 
Wu, Reg. No. 45,241; Steven D. Yates, Reg. No. 42,242; and Norman Zafman, Reg. No. 26,250; my 
patent attorneys, and Justin M. Dillon, Reg. No. 42,486; my patent agent, of BLAKELY, SOKOLOFF, 
TAYLOR & ZAFMAN LLP, with offices located at 12400 Wilshire Boulevard, 7th Floor, Los Angeles, 
California 90025, telephone (310) 207-3800, and James R. Thein, Reg. No. 31,710, my patent attorney. 
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APPENDIX B 

Title 37, Code of Federal Regulations, Section 1 .56 
Duty to Disclose Information Material to Patentability 

(a) A patent by its very nature is affected with a public interest. The public interest is best served, 
and the most effective patent examination occurs when, at the time an application is being examined the 
Office is aware of and evaluates the teachings of all information material to patentability. Each individual 
associated with the filing and prosecution of a patent application has a duty of candor and good faith in 
dealing with the Office, which includes a duty to disclose to the Office all information known to that individual 
to be material to patentability as defined in this section. The duty to disclosure information exists with respect 
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes 
abandoned. Information material to the patentability of a claim that is cancelled or withdrawn from 
consideration need not be submitted if the information is not material to the patentability of any claim 
remaining under consideration in the application. There is no duty to submit information which is not material 
to the patentability of any existing claim. The duty to disclosure all information known to be material to 
patentability is deemed to be satisfied if all information known to be material to patentability of -any - claim 
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1 -^Ha) 
and 1 98 However, no patent will be granted on an application in connection with which fraud on the Office 
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct. 
The Office encourages applicants to carefully examine: 

(1) Prior art cited in search reports of a foreign patent office in a counterpart application, and 

(2) The closest information over which individuals associated with the filing or prosecution of a 
patent application believe any pending claim patentably defines, to make sure that any material information 
contained therein is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to 
information already of record or being made or record in the application, and 

(1) It establishes, by itself or in combination with other information, a prima facie case of 
unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability. 

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is 
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim 
its broadest reasonable construction consistent with the specification, and before any consideration is given to 
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability. 

(c) Individuals associated with the filing or prosecution of a patent application within the 
meaning of this section are: 

(1) Each inventor named in the application; 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution of the 
application and who is associated with the inventor, with the assignee or with anyone to whom there is an 
obligation to assign the application. 

(d) Individuals other than the attorney, agent or inventor may comply with this section by 
disclosing information to the attorney, agent, or inventor. 
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